[] AGREEMENT
on Collection and Processing of Personal Data

(DIFC Jurisdiction, Dubai, UAE)

This Agreement is entered into between:

CYBER PAY PAYMENT SERVICES LIMITED, a
company registered in the Dubai International
Financial Centre (DIFC), United Arab Emirates, at:
Dubai Investment Park 1, Office No. F1-494
(hereinafter referred to as the “Operator” or the

“Company”),

and

the Individual (hereinafter referred to as the “Data
Subject” or “You”), using services related to
guaranteeing the performance of obligations
under a loan issued by FINFRESH Microcredit
Company LLC, secured by Personal Security Assets

(PSA).

By registering a Personal Account on https://fin-
fresh.ru, you perform conclusive actions that
signify your full and unconditional acceptance of
all terms of this Agreement.

Please read this text carefully. Registration may

proceed only upon your full consent.

1. Scope of Application and Role of the Operator

This Agreement governs the processing of your
personal data by the Operator acting as a Data
Controller in accordance with the DIFC Data

Protection Law No. 5 of 2020.
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The Operator processes data in its capacity as
Guarantor for the following purposes:

- receiving information from the Agent (WIN
FOREVER TRUST COMPANY LIMITED, Hong Kong)
regarding proceeds from the sale of your PSA;

- repaying your debt to the Creditor (FINFRESH
Microcredit Company LLC);

loan agreement

- ensuring performance of

obligations in the event of Technical Default.

2. Categories of Personal Data
The Operator processes the following categories

of data:

2.1. Data provided by you directly:

- Full name, date of birth, citizenship, gender;

- Passport and other identity documents;

- Contact information (email, phone);

- Registration and residential address;

- Financial information (income, employment
status);

asset data volumes, hash

- Digital (types,

addresses).

2.2. Automatically collected data:

- IP address, cookie data, browser and device
information;

- Access logs and activity records in your Personal

Account.

2.3. Data received from third parties:

- From the Creditor (FINFRESH): loan status,
repayment schedule, Technical Default event;

- From the Agent (WIN FOREVER, Hong Kong): PSA

volume, market value, and sale proceeds.
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Note: The Operator does not verify the accuracy of
the data but relies on its correctness to fulfill its

obligations.

3. Purposes and Legal Bases for Processing
Processing is carried out on the following lawful

bases (Articles 10-14, DIFC DP Law):

| Purpose | Legal Basis |

| Fulfilling Guarantor functions (debt repayment)

| Necessity for performance of a contract to which
you are a party |

| Compliance with AML/KYC and DIFC regulatory
requirements | Legal obligation |

| Fraud prevention and security | Protection of
vital interests and legitimate interests of the
Operator |

| Service improvement (on anonymized basis) |
Legitimate interests of the Operator (subject to
balancing test) |

| Marketing communications related to UAE

jurisdiction | Only with your explicit consent |

4. Your Rights as a Data Subject (under DIFC Law
No. 5/2020)

You have the right to:

- access your personal data;

- request correction of inaccurate or incomplete
data;

- request erasure (“right to be forgotten”) if
processing grounds no longer apply;

- restrict processing (e.g., when accuracy is

contested);
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- object to processing, including profiling;

- data portability in a structured, commonly used
format;

- withdraw consent at any time via your Personal

Account or written request.

All requests must be submitted via the Support
Service in your Personal Account and will be
processed within 30 days. In case of refusal, a

reasoned response will be provided.

5. Disclosure to Third Parties and Transfers Outside
DIFC

Your data may be disclosed to:
- the Creditor (Russia) — to confirm debt
repayment;

- the Agent (Hong Kong) — to coordinate PSA sale

amounts and status;

- DIFC regulators — upon official request.

International transfers outside DIFC are permitted
only if one of the following safeguards applies
(Article 26, DIFC DP Law):

- the recipient country is deemed by the DIFC
Commissioner to ensure an adequate level of
protection;

- or Standard Contractual Clauses (SCCs) approved
by DIFC are in place;

- or you have provided explicit, informed consent

after being notified of the risks.

6. Data Retention Period
Data is retained:
- for the entire duration of the contractual

relationship;
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- for at least 6 years after termination of
cooperation, in compliance with UAE civil and AML

legislation and DIFC requirements.

After this period, data is securely destroyed or

anonymized.

7. Data Protection Measures

The Operator implements measures compliant
with DIFC requirements:

- Technical: encryption in transit and at rest, two-
factor authentication, regular penetration tests;

- Organizational: access policies, staff training,
appointment of a Data Protection Officer (DPO);

- Documentary: maintenance of Records of
Processing Activities (RoPA), DPIA for high-risk

processing.

DPO Contact: elena@cybercard.cc

8. Liability and Supervision
This Agreement is governed by DIFC law.
All disputes shall be resolved by the DIFC Courts.

You may file a complaint with the DIFC
Commissioner for Data Protection at:

https://www.difc.ae/regulation/data-protection/

9. Use of Cookies and Web Analytics

The websites FinFresh.ru and cyberpay.cloud use
cookies and similar technologies (including pixel
tags and localStorage) for:

- ensuring proper functionality (e.g., Personal
Account login);

- remembering your preferences and settings;
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- collecting anonymized visit statistics via web

analytics tools (including Google Analytics,
Yandex.Metrica);

- fraud prevention and security;

- personalizing content and advertising (only with

separate consent).

You may manage cookies via your browser
settings. However, disabling all cookies may limit
website functionality. Anonymized analytics data
cannot identify you personally and is used solely

to improve service quality.

10. Data Protection Impact Assessment (DPIA)

Pursuant to Article 21 of DIFC Data Protection Law
No. 5 of 2020, the Operator conducts a Data
Protection Impact Assessment (DPIA) when
processing poses a high risk to the rights and

freedoms of data subjects.

Such cases include:

- systematic and large-scale monitoring of user
behavior on the website;

- automated decision-making, including profiling,
with legal or significant effects (e.g., loan denial

based on scoring models).

DPIA includes:

- description of the planned processing and
purposes;

- assessment of necessity and proportionality;

- evaluation of risks to data subjects’ rights;

- risk (technical,

mitigation measures

organizational, legal).
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DPIA records are retained for the duration of data

processing and provided to the DIFC

Commissioner for Data Protection upon request.

11. Consent to Profiling and Automated Decision-
Making

The Operator may use automated tools for:

- creditworthiness assessment (scoring);

- monitoring PSA market value;

- determining collateral adequacy;

- detecting fraud indicators.

Such processing constitutes profiling — any form
of automated processing aimed at evaluating

personal aspects (financial status, behavior, risks).

Important: If an automated decision has legal
consequences (e.g., loan denial), it is made only
with your explicit consent or if necessary for

contract conclusion/performance.

You have the right to:

- object to profiling for marketing purposes at any
time via your Personal Account;

- request human intervention in automated
decisions;

- obtain an explanation of the logic behind the
decision;

- challenge such a decision.

Consent to profiling with legal effects is requested
separately, in clear and unambiguous terms, and
may be withdrawn at any time without affecting

the main contract.
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